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�prepare ser�er 

sud� apt install �y g�� libp�re��de� �lib�g�de� libluajit��.��de� libp�ap�de� �penssl 

libssl�de� libnghttp��de� libdumbnet�de� bis�n �le� libdnet 

�install �r�m the s�ur�e 

mkdir ��sn�rt�sr� �� �d ��sn�rt�sr� 

�get https������.sn�rt.�rg�d��nl�ads�sn�rt�da���.�.�.tar.g� 

tar ����� da���.�.�.tar.g� 

�d da���.�.� 

.���n�igure �� make �� sud� make install 

�d ��sn�rt�sr� 

�get https������.sn�rt.�rg�d��nl�ads�sn�rt�sn�rt��.�.��.tar.g� 

tar ����� sn�rt��.�.��.tar.g� 

�d sn�rt��.�.�� 

.���n�igure ��enable�s�ur�e�ire �� make �� sud� make install 

 

���n�iguring sn�rt 

sud� ld��n�ig 

sud� ln �s �usr�l��al�bin�sn�rt �usr�sbin�sn�rt 

 

�setting up username and ��lder stru�ture 

sud� gr�upadd sn�rt 

sud� useradd sn�rt �r �s �sbin�n�l�gin �� ����T���� �g sn�rt 

sud� mkdir �p �et��sn�rt�rules 

sud� mkdir ��ar�l�g�sn�rt 

sud� mkdir �usr�l��al�lib�sn�rt�dynami�rules 
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�permissi�n 

sud� �hm�d �� ���� �et��sn�rt 

sud� �hm�d �� ���� ��ar�l�g�sn�rt 

sud� �hm�d �� ���� �usr�l��al�lib�sn�rt�dynami�rules 

sud� �h��n �� sn�rt�sn�rt �et��sn�rt 

sud� �h��n �� sn�rt�sn�rt ��ar�l�g�sn�rt 

sud� �h��n �� sn�rt�sn�rt �usr�l��al�lib�sn�rt�dynami�rules 

 

�rule 

sud� t�u�h �et��sn�rt�rules��hite�list.rules 

sud� t�u�h �et��sn�rt�rules�bla�k�list.rules 

sud� t�u�h �et��sn�rt�rules�l��al.rules 

sud� �p ��sn�rt�sr��sn�rt��.�.���et���.��n�� �et��sn�rt 

sud� �p ��sn�rt�sr��sn�rt��.�.���et���.map �et��sn�rt 

�get https������.sn�rt.�rg�rules���mmunity �� ����mmunity.tar.g� 

sud� tar ���� ����mmunity.tar.g� �� �� 

sud� �p ����mmunity�rules�� �et��sn�rt�rules 

�gethttps������.sn�rt.�rg�rules�sn�rtrules�snapsh�t�

�����.tar.g���ink��de��ink��de �� ��registered.tar.g� 

 

���n�iguring net��rk and rules 

sud� nan� �et��sn�rt�sn�rt.��n� 

ip�ar �������T ���.���.�.���� 

 

� �et up the e�ternal net��rk addresses. �ea�e as �any� in m�st situati�ns 
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ip�ar ��T���A����T ���������T 

 

� �ath t� y�ur rules �iles �this �an be a relati�e path� 

�ar ������AT� �et��sn�rt�rules 

�ar ���������AT� �et��sn�rt�s��rules 

�ar ��������������AT� �et��sn�rt�prepr���rules 

 

� �et the abs�lute path appr�priately 

�ar ���T�����T��AT� �et��sn�rt�rules 

�ar ��A������T��AT� �et��sn�rt�rules 

in�lude �������AT��l��al.rules 

in�lude �������AT����mmunity.rules 

 

�ptables.sh 

���bin�bash 

���������������AA����l����������������s������������ 

data���mys�l ��l�gin�path�l��al �e �use ��ba�sele�t � �r�m data�� � � tail �n ��� 

�un�ti�n alert�� � 

 �����https���api.telegram.�rg�b�t�����send�essage� 

        te�t��� 

                        �url �s ��ma��time � �d 

��hat�id�����������disable��eb�page�pre�ie����te�t��te�t�parse�m�de�

�arkd��n� ���� 

                        �url �s ��ma��time � �d 

��hat�id�����������disable��eb�page�pre�ie����te�t�sudah 

terbl�kir�parse�m�de��arkd��n� ���� 

� 
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isi�i�mp����at data.�s� � a�k �����������,�� �� �� ����.���.�.�� �print ��, ���� 

� grep �� ��� � uni�� 

isi�t�p����at data.�s� � a�k �����������,�� �� �� ����.���.�.�� �print ��,��, 

���� � grep ��� � uni�� 

 

i� � � �� ��isi�i�mp� �� then 

 �hile ���� read �r line� d� 

  sumber�i�mp���e�h� �line � �ut �d � � �� �� 

  tujuan�i�mp���e�h� �line � �ut �d � � �� �� 

 

  iptables �� ����T �p i�mp �s �sumber�i�mp �d �tujuan�i�mp �j 

���� 

  i� � �� �e� � �� then 

   iptables �� ����T �p i�mp �s �sumber�i�mp �d �tujuan�i�mp 

�j ���� 

   e�h� ��ule berhasil ditambahkan� 

   alert �ada ping  dari �sumber�i�mp� 

  else 

   e�h� ��ule sudah ada� 

  �i 

 d�ne ��� ��isi�i�mp� 

�i 

 

i� �� � �� ��isi�t�p� ��� then 

 e�h� �t�p� 

 �hile ���� read �r line� d� 
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  sumber�t�p���e�h� �line � �ut �d � � �� �� 

         tujuan�t�p���e�h� �line � �ut �d � � �� �� 

  sr�a���e�h� �sumber�t�p � �ut �d ��� �� �� 

  dsta���e�h� �tujuan�t�p � �ut �d ��� �� �� 

  dstp���e�h� �tujuan�t�p � �ut �d ��� �� �� 

  prt���e�h� �line � �ut �d � � �� �� 

  iptables �� ����T �p t�p ��dp�rt �dstp �s �sr�a �d �dsta �j ���� 

  i� � �� �e� � �� then 

   iptables �� ����T �p t�p ��dp�rt �dstp �s �sr�a �d �dsta �j 

���� 

   e�h� ��ule berhasil ditambahkan� 

   alert �ada �prt dari �sr�a� 

         else 

                 e�h� ��ule sudah ada� 

  �i 

 d�ne ��� ��isi�t�p� 

�i 

 

�nsert.sh 

���bin�bash 

res����at data.�s� � �ut �d �,� �� �,�,�,�,� �  

�res�i�mp����at data.�s� � grep ������ � �ut �d �,� �� �,�,�,�,� � 

�res���e�h� ��res�t�p���n���res�i�mp�� 

�hile ���� read l��p 

    d� 

     date���e�h� �l��p � �ut �d �,� �� �� 
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     tm���e�h� �l��p � �ut �d �,� �� �� 

     sr�a���e�h� �l��p � �ut �d �,� �� � � �ut �d ��� �� �� 

     dst���e�h� �l��p � �ut �d �,� �� �� 

     dsta���e�h� �dst � �ut �d ��� �� �� 

     p�rt���e�h� �l��p � �ut �d �,� �� �� 

     i� � �p�rt �� ������ ��then 

      dstp���e�h� �dst � �ut �d ��� �� �� 

     else 

      dstp���� 

     �i 

        e�h� ������T ��T� data �date,time,s�ur�e,dest,p�rt,pr�t�� �A���� 

���date�,��tm�,��sr�a�, ��dsta�, ��dstp�, ��p�rt���� 

 

d�ne ��� �res � mys�l �u pmauser �pr��t ��ba� 

 

�ile �arse.sh 

���bin�bash 

���at ��ar�l�g�sn�rt�alert � grep �� ��������������T�������,�������� � grep �� 

��pti�ns� � �ut �d � � �� �,�,�,� � sed ���������s��n� �g� � �ut �d � � �� �,�,�,�,� � sed �s� 

�,�g� � sed �s���,�g� � data.�s� �� e�h� �� � ��ar�l�g�sn�rt�alert� 


